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Before You Start Club CITGO + Gilbarco Passport

Minimum POS and Firewall Standards

® Gilbarco Passport version CITGO Version 011/ Gilbarco Version 20.04 or higher
® Firewall requirements:
- Firewall provider must be a CITGO-authorized vendor
- CITGO requires the Manage Network Service Provider (NMSP) All-In-One Zone Router and Firewall, but it
is not required for Club CITGO.
® Firewall Upgrade Process
- If not upgraded to the All-In-One Zone Router, contact your firewall provider for equipment and installation
instructions. Your firewall provider may ask you to schedule an installer to assist.

Support

® POS Installation Questions:
- Gilbarco Passport Help Desk: 1-800-800-7498 (have your location phone number available)
® Firewall Provider Communication Issues:
Acumera: 1-512-687-7412
- Control Scan 1-800-393-3246 (also known as EchoSat, SPG or PaySafe)
- Cybera: 1-866-4CYBERA (or 1-866-429-2372)
- Mako Networks: 1-844-66-CITGO (or 1-844-662-4846)
® Discounts not Working: (App Issue)
- PDI Service Department: 1-800-371-1118, press 2
® General Club CITGO Questions:
- Email ClubCITGO@CITGO.com




Before You Start Continued Club CITGO + Gilbarco Passport

Installation Essentials and Preparation

O Connect USB mouse and keyboard to register

Make a list of the following items for use during the configuration:
1. Obtain Club CITGO Site Identifier

- Contact PDI at 1-800-371-1118, Opt 2

- If you can access MarketNet, you can obtain the MPPA-ID by navigating to: Payment Card >> Payment
Card Reports >> Your POS Equipment Listing >> Search by Sold To or Location Number and Select ‘De-
tailed POS Terminal Information’

2. Circle the name of your firewall provider:
Acumera
Control Scan (also known as EchoSat, SPG or PaySafe)
Cybera
Mako

3. Note the Manager level user ID and password




Before You Start : Reference Equipment Club CITGO +

Gilbarco Passport

Firewall Provider Router Images

e
Acumera MINSP Router Acumera

Control Scan MNSP Router
(also known as EchoSat, SPG or PaySafe)

Cybera SCA 325 MINSP Router

Mako MNSP Router




Sign In to System Club CITGO + Gilbarco Passport
[STEPZ][STEP3][STEP4][STEP5][STEPG][STEP7][STEPS][STEPS]

Note: All programming must be done on the main register.

1. Login to Passport as Manager
2. On the Passport Version 10 Manager's Workstation POS screen press the More button on the lower right.

3. The next screen shown below will display, press More again.




Slgn Into syStem Continued Club CITGO + Gilbarco Passport
[STEF’Z][STEP3][STEP4][STEP5][STEPG][STEP7][STEP8][STEP9]

4. The screen below will be displayed. Press Tools

5. The view below should now be displayed. Press Mgr Wkstn




Sign In to System Continued Club CITGO + Gilbarco Passport
B () ) () o) ) () () )

6. Press Sign On located in the upper right of the screen.

/. Enter the Operator ID and Password (aka Manager’s Creditials) and press Sign On to allow access to

configuration functions.

Operator ID

J

Password

SIGN ON l CANCEL l




Loyalty Module Activation Club CITGO + Gilbarco Passport
BEE (orere ) (srers (sreps J[srere ) (srer 7 J[srers ] (srer ]

Once logged in, the screen shown below will appear.
1. Select the Feature Activation icon.

Network Store Car Wash CRIND
Maintenance Merchandising

A

Employee Feature RAD
Activation Configuration




Loyalty Module Activation Cont.  ciub CITGO + Gilbarco Passport

[STEP3][STEP4][STEP5][STEF‘G][STEP7][STEPB][STEPS]

Enhanced Loyalty Interface and Multiple Loyalty Interface both need to be active. All active modules will have

a green checkmark. Scroll down to see all the active modules.

If you have green check marks next to Enhanced Loyalty Interface and Multiple Loyalty Interface, then

press the Exit button go to next step.

If you do not have green check marks next to Enhanced Loyalty Interface and Multiple Loyalty Interface,

you must contact Gilbarco.

1.

2.

Before contacting Gilbarco, make a list of all active modules with a checkmark.

Contact Gilbarco to inform them you are upgrading as part of the CITGO modules You MUST TELL THEM
which modules are active. If you miss an active module it will be removed from your system.

Once activated, press the Exit button.

You must now Sign Off the system in order for the new modules to be activated.

Sign in to the system again following the previous steps starting on Page 8.

Active Modules

[NCRENERE NN




Loyalty Module Activation Cont. Club CITGO + Gilbarco Passport
[STEP3][STEP4][STEP5][STEPG][STEP7][STEP8][STEP9]

1. Select the Store icon.
2. The store icons will appear. Click Loyalty Interface

[ I = T |

Forecourt Network CRIND
Merchandising

Employee RAD
Configuration

Loyalty Period
Interface Maintenance

Security Camera

Te
Mainte:




Loyalty Configuration
TEP STEP 2 [ STEP4][STEP5][STEPG][STEP7][STEP8][ STEPS]

Add a Loyalty Provider

1. To add a Loyalty Provider, click Add button

2. In the Loyalty Provider Box, type Club CITGO

3. For Loyalty Provider Type, use the dropdown to select Generic
4. Click Save

Club CITGO + Gilbarco Passport




Loyalty Configuration Cont. Club CITGO + Gilbarco Passport
[STEP4][STEP5][STEPG][STEP7][STEP8][STEP9]

You must know the name of your Firewall Provider prior to completing the following steps

1. Click on Club CITGO, the screen below will appear.
2. Enter the Site Identifier. See page 4 for instructions on obtaining Site ID.
3. Enter the HostIP Address and Port Number for your Firewall Provider using the information below.

Field Title Action or Content Required
Site ldentifier See page 4 for Site ID.

|Club CITGO

| éeneric

Yes |7/ CSSSt

: See Instructions

: Se-e Instru.ctions
Firewall Name Firewall Host IP Port Numbers
Control Scan or Cybera 34.192.165.152 9361

Acumera or Mako 146.20.165.126 9567




Loyalty Configuration Cont. Club CITGO + Gilbarco Passport
[sm-a][smps][smpe][smpy][smps][smg]

Complete TLS Parameters
1. Press the TLS Parameters Tab
2. Configure settings as shown below. Only if using ControlScan or Cybera firewall.

Field Title Action or Content Required
Enable TLS Yes
TLS Certificate Name cgo.cards

OCSP Mode None




Loyalty Configuration Cont. Club CITGO + Gilbarco Passport
[sma][smps][sm»e][smpy][smps][smg]

Configure General Tab, Page 2

1. After configuring the TLS, click the General tab

2. Click Page 2, the screen below will appear.

3. Set up Loyalty Interface Version. Use the dropdown and select Gilbarco v1.0
4. Set up Loyalty Vendor. Use the dropdown and select Outsite Networks




Loyalty Configuration Cont. Club CITGO + Gilbarco Passport
[sma][smps][sm»e][smpy][smps][smg]

Receipts Tab Configuration

1. Configure settings as shown below.

Prompts Tab Configuration

1. Configure settings as shown below.




Loyalty Configuration Cont. Club CITGO + Gilbarco Passport
[STEP4][STEP5][STEPG][STEP7][STEP8][STEP9]

Loyalty Card Mask Tab

Setup both ranges per instructions. If your system will not accept all the zeros, you can drop them as needed.
Click on the Loyalty Card Mask tab.

Click Add

Enter 629966000

Press Save

Click Add

Enter 801862996600

Press Save

N oo s w0N -

Note: The “Loyalty Card Mask” sets the range of cards to be used in the Generic Loyalty Program, the
mask is 629966000 for the card and 801862996600 for Mobile ID.




Future Loyalty Configuration Club CITGO + Gilbarco Passport
[smps][smpe][smpy][smps][smpg]

If your location does not have FIS Premium Payback or another loyalty program, add Future Loyalty to

optimize the experience. If your location has another loyalty program installed, skip to the Loyalty Payment
Options on page 22.

Loyalty Configuration is found on the Manager’s Workstation

1. To add a Future Loyalty Provider, select Add

2. In the Loyalty Provider Name box, type Future Loyalty

3. For Loyalty Provider Type, use the dropdown to select Generic
4. Click Save once finished. The next screen will populate.

i Future Loyalty




Future Loyalty Configuration Cont. ciub ciTGO + Gilbarco Passport
[sTEps][smpe][smw][smps][smpg]

Future Loyalty Configuration, General Tab - Page 1

1. Click on Future Loyalty, the screen below will appear.

2. Enter the Site Identifier. This is your 8 digit CITGO location number, plus 77. See table below.
3. Enter the HostIP Address 1.1.1.1
4. Enter the Port Number 0

Field Title Action or Content Required
8 digit CITGO location # plus 77 (10 digits total)
Site Identifier Example: CITGO Location #12345678

Example Site |dentifier: 1234567877




Future Loyalty Configuration Cont. ciub ciTGO + Gilbarco Passport
[smps][smpe][smw][smps][smg]

Loyalty Configuration, General Tab - Page 2

1. Click Page 2 and the screen below will appear.

2. Under Loyalty Interface Version, use the dropdown and select Gilbarco v1.1
3. Under Loyalty Vendor, use the dropdown and select Unknown

Prompts Tab

1. Configure settings as shown below.




Future Loyalty Configuration Cont. ciub ciTGO + Gilbarco Passport
[smps][smpe][smw][smps][smg]

Receipts Tab
1. Click on the Receipts tab.
2. For both options below, use the dropdown to select No

3. Click Save

Note: These are the only tabs needed to set up Future Loyalty. You can navigate back to the Manager’s
Workstation Screen.




Loyalty Payment Options Club CITGO + Gilbarco Passport
[STEPG][STEP7][STEP8][STEP9]

Payment Option Check

Discount programs can result in zero-dollar transactions. You must ensure the minimum is set to 0.00 so

consumers can redeem free items.

1. Navigate back to the Store Set Up screen, then select Tender Maintenance.

2. Click on the Min/Max tab.

3. Verify the Minimum Allowed amount is set to 0.00. If not, key in 0.00.

4. Use the dropdown to complete this for each method of payment.

5. Press Cancel if all options were already correctly set or Save if you made any changes.

||| Primary tenderfor change.

| Jpaéh




Loyalty Discount Configuration  ciub CITGO + Gilbarco Passport
B (o))

Discount Flag

Merchandise product that is included in the loyalty program must have a “flag” enabled to be discounted.
When the flag is not enabled, the products will still accrue points for rewards, however, the product will NOT
be discounted.

Validate that all departments with discountable merchandise products are flagged. Merchandise departments
normally do not include Lottery or gift cards. If a department has discountable merchandise products, ensure
you set up the department for discount flags.

1. To set up discount flags, navigate to Mgr Workstation
2. Click Set Up

3. Click Store

4. Select Department Maintenance

Back Office C nting Discou bExtraction Tool

Insite360 Local Accounts
Interface Maintenance

Reboot POS Recove Reminder Restriction Security Camera
Maintenance Maintenance

Store Options Tax Tender
Maintenance Maintenance

Note: Merchandise departments normally do not include Lottery or departments used to ring up items
such as gift cards.




Loyalty Discount Config. Cont. Club CITGO + Gilbarco Passport
B ) ) )

1. Select the Department and either double click or click Change

2. Check the Discountable box.
3. Click Save
4. Complete steps 1-3 for all departments with discountable merchandise products, except products that may

not be promoted on the app, such as lottery, propane, etc.




Loyalty Report Setup Club CITGO + Gilbarco Passport

Club CITGO Loyalty Discount Report

Check to ensure the store close reports are the same ones that were setup prior to activation.
1. Navigate to Set Up

2. Select Store

3. Click Period Maintenance

Back Office ccounting Department Di t Extraction Tool
ns Maintenanc o

Local Accounts
Maintenance

Reboot POS Reco Reminder Restriction Security Camera  Security Group
Maintenance Maintenance }

Store Options ax Tender
Maintenance




Loyalty Report Setup Cont. Club CITGO + Gilbarco Passport

4. Select Store Close Reports tab.
5. Use the Scroll function to find Club CITGO Loyalty Discounts Report

6. Check the box in the column to the right or the report name under Store Close Reports heading.
/. Click Save

Cluh CITEO Layalty Discaunt Report




Transaction Test & Receipt Check ciub cITGo + Gilbarco Passport

To ensure proper operation after installation, a test sale inside and outside should be performed.

Inside Store Test Transaction Steps:

Scan a standard sized Snickers Bar, a 200z Coke or 200z Pepsi.
1. Cashier selects Customer ID.

a. Cashier selects MANUAL.
2. When prompted, enter ALT ID on the PIN Pad.

a. If the PIN Pad does not prompt, the cashier is able to enter the ALT ID on the POS.
b. If the cashier has downloaded the app and registered for Club CITGO, they can use their
Alternate ID. If not, use 822-444-0222.
3. Complete sale using cash as the MOP (method of payment).

Print the receipt and if needed, process a refund to balance your cash.
5. Verify at the bottom of the receipt it reads Club CITGO.

Outside Test Transaction Steps:
Select Rewards/Club CITGO at the dispenser.
Enter your Club CITGO ALT ID or use 822-444-0222.

If prompted, select “Done”

Select Pay Outside and Swipe/Insert payment card.

Confirm that the price per gallon rolls back.

Dispense at least one gallon of gasoline.

Print receipt and verify the fuel price rolled back.

Check all other fueling positions by prompting a fuel purchase.
Enter the ALT ID.

Validate the price rolls back. You do not need to pump fuel.

I N I N I

Note: Future Loyalty should not appear on the the pump screen. If it reads “Future Loyalty’; check the
settings to ensure you followed the instructions (pages 18-21). If you cannot find an error, contact your
POSTechnician for assistance.




Complete Installation Survey Club CITGO + Gilbarco Passport

Please fill out the survey for final program tracking.
myCITGOstore.com > Club CITGO > Training and Resources > Installation Survey

Full URL
https://www.surveyanalytics.com/t/AIXLTZOolk




TIpS & Tricks Club CITGO + Gilbarco Passport

Using the 2D Scanner
- If a customer does not enter their Alternate ID on the PIN Pad, the cashier can scan or

manually enter the Mobile ID.
- Stores with 2D scanners will need to test to see if it can scan the Mobile ID. If not, they
will need to program their scanner.

Program scanner for Mobile ID Requirements
- Scanner must be a 2D scanner.
- Contact your scanner provider unless you have instructions that were provided with

scanner.

- If you have a Techquidation Datalogic scanner, contact Techquidation at 678-213-4094.

Important:
Age Verification Scanning Store

- Scanners can only read one barcode at a time.

Example Configuration: Example Configuration:
Barcodes not spaced apart Barcodes spaced apart
r
ok W O T
$000.00 v 140 g bl
12345-678-901 W { i
PRO1 DGN M2L } o B
; iy
01121992 i ]
) ] [ Pirective to physician [] Emergency [ Allergic reaction
Cl.w:’:sw:::::::::\::?vb l-ﬂo(nrw LNIIOR!EMENT!: $-School l M&' ‘ 9 r?‘;‘:; {‘;?;" ':P;SZEE?&?{D}
RESTRICTIONS: C . 1-800-525-5535
| e AR
e ik | e Y
Excopt: — ' | ppe— i ML 1/
If your state ID’s have barcodes in close If your state ID’s have barcodes are not close
proximity, it is not recommended to setup together, you can setup your scanners.

mobile ID scanning.
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Before You Start Mobile Pay + Gilbarco Passport

Minimum POS and Firewall Standards

® Passport version 20.04 or higher
e \/erify scanner is 2D/QR compatible.See page 14 for instructions.
® Firewall requirements:
- Firewall provider must be a CITGO-authorized vendor.
- The firewall equipment must be upgraded from the Enhanced Zone Router (EZR) to the Managed
Network Service Provider (MNSP) All-In-One Zone Router and Firewall.
® Firewall Upgrade Process
- If not upgraded to the All-In-One Zone Router, contact your firewall provider for equipment and installation
instructions. Your firewall provider may ask you to schedule an installer to assist.

Support

® POS Installation Questions:
- Gilbarco Passport Help Desk: 1-800-800-7498 (have your location phone number available)
® Firewall Provider Communication Issues:
Acumera: 1-512-687-7412
- Control Scan 1-800-393-3246 (also known as EchoSat, SPG or PaySafe)
- Cybera: 1-866-4CYBERA (or 1-866-429-2372)
- Mako Networks: 1-844-66-CITGO (or 1-844-662-4846)
® P97 Mobile Payment and P97 Loyalty Questions:
- Email Support@P97.com
- Toll Free: 1-800-961-9203




Before You Start Continued Mobile Pay + Gilbarco Passport

Installation Essentials and Preparation

O Connect USB mouse and keyboard to register

Make a list of the following items for use during the configuration:

1. The CITGO eight digit location number found on the store receipt starting with three zeros.
(Ex.00012345678)
CITGO location number:

2. Circle the name of your firewall provider:
Acumera
Control Scan (also known as EchoSat, SPG or PaySafe)
Cybera
Mako

3. Contact P97 Support at 1-800-961-9203 for your location’s Merchant ID (MPPA-ID)
- Provide your CITGO location number and address
- MPPA-ID
- If you can access MarketNet, you can obtain the MPPA-ID by navigating to: Payment Card >> Payment
Card Reports >> Your POS Equipment Listing >> Search by Sold To or Location Number and Select
‘Detailed POS Terminal Information’

4. Note the Manager level user ID and password.




Before You Start : Reference Equipment Mobile Pay +

Gilbarco Passport

Firewall Provider Router Images

e
Acumera

Acumera MINSP Router

Control Scan MNSP Router
(also known as EchoSat, SPG or PaySafe)

Cybera SCA 325 MINSP Router

Mako MNSP Router




Minimum Software Check Mobile Pay + Gilbarco Passport
[STEPZ][STEP3][STEP4][STEP5]

Confirm that you have the minimum software version needed

1. From the Main Sales Screen Select the Info tile.
2. The Site Version information will Display Passport version 20.04.xx.xx or higher.

Version 20.02.24.018 MP2 CITGO




Slgn Into System Mobile Pay + Gilbarco Passport
[STEP3][STEF’4][STEP5]

Note: All programming must be done on the main register.

Getting to the Manager Workstation Menu

1. From the Main Sales Screen Select the More tile until the tools tile is displayed.
2. Select Tools

3. Select Mgr Wkstn

4. Sign in using a Manager's Credentials.




Slgn Into System Cont. Mobile Pay + Gilbarco Passport
[STEP3][STEP4][STEP5]

Sign into Manager Workstation

1. Press Sign On located in the upper right of the screen.
2. Enter the Operator ID and Password and press Sign On to allow access to configuration functions.

Operator ID

J

Password

)

SIGN ON ' CANCEL '




Mobile Payment Configuration

1. Select Network, then Mobile Payment
2. Select Mobile Payment Configuration
3. Click Add to add a new program.

Mobile Payment
Configuration

Mobile Pay + Gilbarco Passport




Mobile Payment conflg Cont. Mobile Pay + Gilbarco Passport

4. On the General tab, set the following values:

Field Title

Enabled Yes
Set to the value provided by P97 Support. See page 4

Action or Content Required

Merchant ID (MPAA ID)
for number.

Site ID (Store number) CITGO 8-digit location number. See page 4.

Control Scan or Cybera Firewalls - cgo.cards
Host IP Address . .
Mako or Acumera Firewalls - citgo.petrozone.com

Control Scan or Cybera Firewalls - 7361
Mako or Acumera Firewalls - 443

Do Not Change setting if populated,

Port Number

Settlement Software Version .
otherwise set 11.01

Settlement Passcode Not required
Settlement Employee Not required
Schema Version 2.0

Use TLS Yes

OSCP Mode None

Control Scan or Cybera Firewalls - cgo.cards

TL rtifi Nam i
S Certificate Name Mako or Acumera Firewalls - *.petrozone.com

/

- —~ R —
F i [

See Instructions

See Instructions

- | See Instructions

See Instructions.

See Instructions

5. Click Save when complete.




Mobile Payment Config. Cont. -~ Mobile Pay + Gilbarco Passport
STEP 1 STEP 2

6. Select the Conexxus QR Code Prefixes tab, then select P97

7. Click Save when complete.

8. Select the EMVCo QR Codes tab, then select No from the dropdown.
9. Click Save when complete.




Post Checks Mobile Pay + Gilbarco Passport

Note: Contact P97 Support at 1-800-961-9203 ask them to check for a Heartbeat until the official CITGO
program launch. Once the program is live, use the below steps.

Test Pay-at-the-Pump - Buy Gas (Minimum $1 purchase)

Launch mobile application.

Select your location from the map.

Select Get Fuel

Select Pay at Pump

Enter pump number.

Select Payment Method and choose Authorize Pump
Verify price rollback on pump display.

© N O Ok wdh -

Pump a minimum of $1 of gas and confirm receipt.

FUELING GOOD

Test Pay Inside (Minimum $1 purchase)

Note: Only at locations with a 2D scanner.

Launch mobile application.

Confirm the store location is correct.

Tap Pay Inside if not already selected.

Choose payment account.
On Point of Sale, ring up a fuel prepay and choose Mobile Tender Key
Scan the QR code on the phone using the scanner.

Confirm transaction completion with receipt.

N O R WN =

Call P97 Support and confirm that the test transactions were recorded correctly.




Complete Installation Survey Mobile Pay + Gilbarco Passport

Please fill out the survey for final program tracking.
myCITGOstore.com > Club CITGO > Training and Resources > Installation Survey

Full URL
https://www.surveyanalytics.com/t/AIXLTZOolk




TIpS & Tricks Mobile Pay + Gilbarco Passport

Since Mobile Pay transactions are rare in-store, locations are not required to have a 2D scanner. If a
customer tries to use Mobile Pay inside the store, the cashier can ask them to pay with their credit card.

Locations that choose to accept Mobile Pay in-store must have a 2D scanner setup to accept Mobile Pay QR
codes.

Setting up for Mobile ID
- Contact your 2D scanner provider for instructions on enabling Mobile Pay QR codes.

- If you have a Techquidation Datalogic Scanner, contact Techquidation at 678-213-4094

Important:
Age Verification Scanning Store

- Scanners can only read one barcode at a time.

Example Configuration: Example Configuration:
Barcodes not spaced apart Barcodes spaced apart
—1 |]|||||||||]|||]||||||||||||||||||||||"|]| | DD 0 A
- |
01121992
CLASS: D4on Comm Ve, SN
AR A

s — Y
If your state ID’s have barcodes in close If your state ID’s have barcodes are not close
proximity, it is not recommended to setup together, you can setup your scanners.

mobile ID scanning.
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Before You Start FIS + Gilbarco Passport

Minimum POS and Firewall Standards

® Gilbarco Passport version CITGO Version 011/ Gilbarco Version 20.04 or higher
® Firewall requirements:
- Firewall provider must be a CITGO-authorized vendor
- The firewall equipment must be upgraded from the Enhanced Zone Router (EZR) to the Managed
Network Service Provider (MNSP) All-In-One Zone Router and Firewall.
® Firewall Upgrade Process:
- If not upgraded to the All-In-One Zone Router, contact your firewall provider for equipment and installation
instructions. Your firewall provider may ask you to schedule an installer to assist.

Support

® POS Installation Questions:
- Gilbarco Passport Help Desk: 1-800-800-7498 (Have your location phone number available)
® Firewall Provider Communication Issues:
Acumera: 1-512-687-7412
- Control Scan 1-800-393-3246 (also known as EchoSat, SPG or PaySafe)
- Cybera: 1-866-4CYBERA (or 1-866-429-2372)
- Mako Networks: 1-844-66-CITGO (or 1-844-662-4846)
® General Club CITGO Questions:
- Email ClubCITGO@CITGO.com




Before You Start Continued FIS + Gilbarco Passport

Installation Essentials and Preparation

[ Connect USB mouse and keyboard to register.

Make a list of the following items for use during the configuration:

1. The CITGO eight digit location number found on the store receipt starting with three zeros.
(Ex.00012345678)
CITGO location number:

2. Circle the name of your firewall provider:
Acumera
Control Scan (also known as EchoSat, SPG or PaySafe)
Cybera
Mako

3. Note the Manager level user ID and password.




Before You Start : Reference Equipment Fis + Gilarco Passport

Firewall Provider Router Images

e
Acumera MINSP Router Acumera

Control Scan MNSP Router
(also known as EchoSat, SPG or PaySafe)

Cybera SCA 325 MINSP Router

Mako MNSP Router




Slgn Into System FIS + Gilbarco Passport
BERD (o= (srers ) (srer e

FIS Premium Payback Installation

1. From the Main Sales Screen Select the More tile until the Tools tile is displayed.
2. Select Tools then select Mgr Wkstn

3. Press Sign On located in the upper right of the screen.

4. Enter the Operator ID and Password (aka Manager’s Creditials) and press Sign On to allow access.

Operator [0
—

Pasgwand

—




Loyalty Configuration FIS + Gilbarco Passport

Loyalty Configuration General Tab, Page 1

1. From the Manager WorkStation, select Setup
2. Select Store
3. Select Loyalty Interface
4. Click Add
5. Enter FIS as the loyalty provider with Generic
6. Choose General Tab, Page 1 and set the following values:
Field Title Action or Content Required
Loyalty Provider Name FIS
Loyalty Provider Type Generic
Enabled Yes

Enter CITOOO then the 8 digit CITGO location #,
Example CIT00012345678

Control Scan or Cybera - 34.192.165.152
Mako or Acumera - 156.55.201.31

Control Scan or Cybera - 8361
Mako or Acumera - 43304

Site Identifier

Host IP

Port Number

Allow Manual Entry Outside No
Allow cashier to auth prepay only pump No
Allow instant rewards outside No

Send all transaction to loyalty provider No




Loyalty Configuration Cont. FIS + Gilbarco Passport

Loyalty Configuration General Tab, Page 2

1. Select Yes in the Use Payment Cards field.

Note: When a FIS payment loyalty provider is configured and the option “Use Payment Cards” is set
to “Yes’, the Loyalty Card Mask tab is not configured. When Passport is connected to the FIS Host, the
payment card BIN ranges are sent from the FIS Host.




Loyalty Configuration Cont. FIS + Gilbarco Passport

TLS Parameters Tab

1. Configure settings as shown below.

Field Title Action or Content Required

Enable TLS Yes

Control Scan or Cybera - cgo.cards
Mako or Acumera - pos2.loyaltyretailrewards.com

OCSP Mode None

TLS Certificate Name

|
x

See Instructions .




Loyalty Configuration Cont.

Receipts Tab

1. Configure settings as shown below.

g At @ e

-
ree o]

FIS Layalty Unavailable
FIS Loyvalty Unavailable

STEP 1 STEP 2 STEP 3 STEP 4 STEP 5 [STEPG][STEP7 ][STEPB ]

Prompts Tab

1. Configure settings as shown below.

FIS + Gilbarco Passport




Loyalty Configuration Cont. FIS + Gilbarco Passport

Loyalty Card Mask Tab

1. There is no configuration required on the Loyalty Card Mask tab. Click Save before exiting to save all of your
changes.

Note: When a FIS payment loyalty provider is configured and the option “Use Payment Cards” is set
to “Yes’, the Loyalty Card Mask tab is not configured. When Passport is connected to the FIS Host the
payment card BIN ranges are sent from the FIS Host.




Reporting FIS + Gilbarco Passport

Run a FIS Loyalty Interface Configuration Report
This report validates Connection and BIN download.
1. From the Manager Work Station, select Reports then click Network

2. Select FIS as Loyalty Reports.
3. Select FIS Loyalty Interface Configuration Report as FIS Reports. You can Print or Preview. (Example

Report on next page.)
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Reporting Continued FIS + Gilbarco Passport

FIS Loyalty Interface Configuration Report

Site D CITOOXITE02016
Report created: 112002219 10:03:51 AM

Loyalty Interface Configuration

General

Loyalty Provider Name: FIS Layaty Pravider Typa: Generic

Enahed: Yasz Al mariial airy nofgids Ko

Site Identifier: CITO0037 502016 Alow cashiar to auth prepay orly pump: Mo
Host P Address: 50.57.1.200 Alaw instant rewards outzide; No

Zort Musmibar, 43000 Send all transations to Loyalty Provider; No
_oyaly Interface Version: Gilbarzo v1.0 24ihr Loyalty period cut time: 00:00

Allow Transpender as Loyalty I0: No Loyaty Vendor Mama: FIS

Aeeept Paymenl Cards: Troe

Receipts

Always print inside loyalty receipt: Yes

Always print outside loyalty receipt: Yes

Ingide offine reczipt lihe 1:FIS Loyaity Unavailable
Inside offfire recaipt lia 2:

nside offine reczipt line 3:

Dutside offine receipt line 1; FIS Loysity Unavalable
Outside offine receipt ling 2:

Ouiside offine receipt ine 3:

Promiats

POS prompt af tender. Mever

Promgt for Layaly Offine Inssde: No

Prarmpt for Lovally Offine Outsids: No
Prompl Custamer to Insert Card Outside: Ma

TLE Parameters

TLE Enabled: True

TLE Certificate Mame; *.lovaltyrolalirewards com
QCSF Mode: 0

BIN Ranges table
Versicn: 775
Numbsr of records; 978

Loyalty Card Masks
Loyaity Mazk




Complete Installation Survey FIS + Gilbarco Passport

Please fill out the survey for final program tracking.
myCITGOstore.com > Club CITGO > Training and Resources > Installation Survey

Full URL
https://www.surveyanalytics.com/t/AIXLTZOolk
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